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Data Sheet 

Benu® Networks Operations Manager
Launching a network into service and managing 
key elements and functions needs to be done 
with an eye toward operational simplicity 
without losing the ability to provide access to 
explicit detail when required by the operator.

The Benu Networks’ Operations Manager is 
built on this philosophy. With an intuitive user 
interface, it uses dashboards to summarize and 
present important information while allowing 
network operators to quickly drill down to 
specific details and logs when desired.

It enables network administrators, operations 
staff, and key personnel to configure, launch, 
and monitor services delivered from the Benu 
Networks’ SD-Edge Platform. 

The SD-Edge Platform is a software solution that 
runs on commercial-off-the-shelf (COTS) servers 
and can deliver several critical communication 
network functions and services in software. The 
Benu Networks’ Operations Manager can help 
manage the following functions on the SD-Edge 
Platform: 

 z Broadband Network Gateway (BNG)
 z Provider Edge Router (PE Router)
 z Wireless Access Gateway (WAG)
 z Trusted Wireless Access Gateway (TWAG)
 z Secure Access Service Edge (SASE) 
 z Carrier Grade NAT (CGNAT) Gateway
 z 5G Access Gateway Function (5G AGF)

Operations Manager 
Benefits

Operational Efficiency 
 z SD-Edge delivers several network 
functions

 z All managed from a single platform

Automated Deployment
 z Simplified network roll-out and scaling 
 z Predefined deployment & configuration 
files

 z Files reused or modified

Open Architected
 z APIs speed northbound integration 
 z Standard protocols & open interfaces

Advanced Data Collection and Display
 z Easy-to-read dashboards of critical 
metrics

 z Drill down to detail when needed
 z Subscriber session analytics 

Eliminate Manual Errors
 z Repositories store configuration files
 z Library grows over time speeding 
deployment

 z Operator error eliminated

Single Pane of Glass
 z Manages all clusters, CPs and UPs
 z Logically organized and easy to navigate 
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Operations Manager Role
Fundamentally the operations manager is responsible for

 z Network configuration and launch of the SD-Edge Platform
 z Prepare the network for subscriber onboarding
 z Collection and display of critical operational information
 z Integration as needed with northbound systems

It provides centralized visibility, integrated lifecycle management and advanced analytics of the Benu 
Networks’ SD-Edge control planes and user planes.

The SD-Edge architecture is disaggregated, and software-based meaning the control plane and user 
planes are separated and can sized and placed as needed anywhere in a network (see Figure #1). 

FIGURE 1: Operations Manager in an SD-Edge Network
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The operations manager provides a single location from which to deploy and manage all the necessary 
elements as well as manage all the network functions delivered by the SD-Edge Platform.

Operations Manager Framework
The Operations Manager is built on open standards and protocols and makes use of Application 
Programming Interfaces (APIs) to allow it to easily integrate with third-party Network Management 
Systems (NMS) or other platforms typically used by service providers. (See Figure #2).

FIGURE 2: Benu Networks’ Operations Manager Framework

The Operations Manager has data storage for configuration, alerts and logs which are reported to it 
from the Benu Networks’ SD-Edge platform’s control planes and user planes. Those alerts and logs are 
stored locally in the database as well as being reported to northbound Network Management Systems.

As shown in Figure #2, the user planes and control planes also report events and metrics to the 
Operations Manager in real-time which can be used internally as well as reported to northbound 
systems.

Data visualization is the key to analyzing and acting quickly on any issue. The platform has advanced 
data visualization tools used to report on performance, statistics and critical operational status.
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Benu Networks understand that outside systems can change, new ones can be introduced, and 
individual service providers can have different philosophies for overall network management. The 
Benu Operations Manager framework is built with the flexibility to address any number of these 
scenarios through its open architecture.

System Configuration and Launch
With the operations manager, everything is managed from a single pane of glass. The intuitive UI/UX 
enables users to easily configure, and deploy service by simply providing four inputs (see Figure 3):

 z Kubernetes Namespace
 z Release Name
 z Helm Chart Name 
 z Deployment File Name

Benu Networks’ operations manager uses pre-defined templates (files) which have all the necessary 
information in them to configure and launch a network into service in a highly-automated fashion. 
Two key inputs entered in the launch screen (see Figure #3) are Helm Charts and Deployment Files. 

FIGURE 3: Four Inputs to Deploy a System
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These files are predefined (either by Benu Networks or the Operator) and can be modified, re-used,  
or edited depending on the services being instantiated. There is no need to enter line by line 
commands. Several different configurations can be pre-defined, (each with its own name) and  
stored in a repository. 

Once the desired file names are entered into the launch screen, clicking the “launch button” begins 
the execution of these files which automatically executes all the steps in them to bring the network 
into service.

Helm Charts

Kubernetes, (also known as K8s), is an open-source system for automating deployment, scaling, and 
management of containerized applications. Since Benu Networks’ SD-Edge runs in containers, it 
uses Kubernetes tools to install, deploy and manage containerized applications. 

Helm is a Kubernetes tool for automating the creation, packaging, configuration, and deployment  
of applications and services to Kubernetes clusters and it uses a packaging format called charts. 

A chart is a collection of files that describe a related set of Kubernetes resources. The files are laid 
out as pre-configured packages (templates) that contain the resource definitions necessary to run 
an application or service. Examples of those definitions can include CPU, memory sizing, network 
interfaces quantity and type. They can be pre-defined and saved as a default definition. 

Deployment File

The deployment file is a YAML file (Yet Another Markup Language). YAML is commonly used for 
configuration files and in applications where data is being stored or transmitted. It is very human 
readable (much like a text file) and is easy to understand. As such, the deployment file contains all 
the information including parameters to be set, and pre-defined files to be loaded from various 
repositories (in the proper order) to configure and instantiate service including configuring the 
control plane(s) and user plane(s).

For example, it contains information like:

 z The specific configuration file to be used (defined in the configuration repository) 
 z Whether or not to set the control plane in high-availability mode
 z The number of user planes to be brought into service
 z The software image to be run on control plane and user plane
 z Setting CPU core limits and memory limits
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There can be several predefined configurations which can be set on different user planes across the 
network. This enables specific (and different) functions to be run on individual user planes if desired. 
They define the features to be enabled such as HQoS, Access Control Lists, CGNAT, rate limits, and 
several others. It is also possible to load a default configuration across the entire network if desired 
and many service providers choose this option.

It is easy to set up, change or add additional deployment configurations into the repositories and 
these different configurations can be referenced and reused when needed as the network grows or 
changes.

Configuration Protocols Supported

Management systems have evolved over time and as such it is necessary to support several 
configuration options and protocols (old, current and emerging). Benu’s Operations Manager 
supports: 

 z SSH for CLI – Secure Shell can be used with the Command Line Interface
 z NETCONF/YANG – Network Configuration Protocol and YANG data models
 z RESTCONF – Representational State Transfer Configuration Protocol

Networking professionals are familiar with CLI as it is a very human-friendly interface. However, there 
are better choices when one considers automation and for that reason, we also support NETCONF 
and RESTCONF.

NETCONF provides a mechanism to install, manipulate, and delete the configuration of network 
devices. It communicates with a data store that contains configuration information and as such it can 
be used to automate and easily change information used in the configuration process. NETCONF is 
typically used for configuration by management systems using an XML-based configuration file.

RESTCONF is an HTTP-based protocol. It provides a programmatic interface for accessing data 
defined in YANG, using the datastore concepts defined in NETCONF. It allows for the use of XML or 
JSON and since it is HTTP-based it can use HTTPS as the transport protocol which provides security 
benefits. RESTCONF is typically used for configuration by management systems which prefer using 
an API-based interface.

Benu Networks’ operational model is open, standards-based and built to provide protection and 
flexibility. We understand that management models and protocols evolve and so we have built 
tremendous openness and adaptability into our solution for today’s and those in future.
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Subscriber Onboarding
Once the control plane(s) and user plane(s) are configured, launched, and running, subscribers can 
be onboarded. 

Although bringing subscribers into service is not a direct responsibility of the operations manager, 
configuring the network to enable it is. 

One of the definitions in the start-up configuration file is the setting up of subscriber redundancy 
groups. These subscriber groups ensure that in the event that an issue arises with the user plane 
serving a group of subscribers that they will be seamlessly moved and continue to be served by 
another user plane to avoid service interruption. 

Part of this setup includes defining VLAN ranges for these redundancy groups and user planes. 
Setting those VLAN ranges plays an essential role in bringing subscribers into service. 

Take an access network built on Passive Optical Network (PON) as an example. It contains Optical 
Networking Units (ONUs) and Optical Line Terminals (OLTs), and they connect to a BNG over VLANs 
at layer 2. To allow connection to an OLT, VLAN ranges are assigned to user plans in the startup 
configuration file. 

Once this is done, when the ONUs and OLTs come online and communicate with the user plane 
over a VLAN in that defined range, they can pass messages to the BNG so the subscribers can be 
authenticated and provided service. Benu’s platform supports double tagging (S-Tag/C-Tag) and 
understands the VLAN assigned to the premise (Customer tag) and the VLAN assigned to the OLT 
(Service Tag).

Performance, Status and Statistics
With the network running and subscribers in service the next step is examining system and network 
performance, events, and logs. 

Once logged in, the operator is taken to a summary screen showing all active kubernetes clusters. 
This provides a high level view of all operational elements running in the network. 

The operator can expand the view of any particular cluster to show the PODs and containers 
running in that cluster including the status of each (See Figure #4).



8 of 15   |   benunetworks.com

Data Sheet
Benu Networks Operations Manager

FIGURE 4: Deployed Kubernetes Clusters and Pods

Information provided includes:

 z Active clusters
 z Age in service
 z Namespace
 z Host IP address
 z Pods and containers running and status of each

Selecting any particular cluster expands it to show the control plane and user plane pods. When the 
operator selects the control plane link they are taken to the control plane section of the operations 
manager (see Figure #5).
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FIGURE 5: Control Plane Key Information and Active User Planes 

For the control plane (CP) key operational data is collected and displayed on an easy-to-read 
dashboard including: 

 z Memory and CPU utilization
 z Time in service 
 z Active sessions
 z Software release and build number
 z User plane(s) status under the responsibility of the control plane(s)

There are tabs on the control plane page which provide easy access to details, graphs and debug 
information including logs for event-level captures.
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Selecting any of the user plane links will take the operator from the control plane page to a page 
showing key information for that specific user plane. (See Figure 6). 

Key information shown includes:

 z Uptime and active sessions
 z Number of sessions
 z PPPoE and IPoE subscriber statistics
 z Throughput statistics per interface 

FIGURE 6: User Plane, Subscriber Sessions and System Throughput
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In addition to system level summary data, the Benu Operations Manager collects and displays data 
on downstream and upstream latency, DNS latency, active devices and TCP flows (among several 
other statistics). See Figure 7.

FIGURE 7: Latencies, Devices and Flows

Benu’s Operations Manager provides summary dashboards of important operational information 
but also has the ability to drill down to event level detail when required.

Alarming, Alerts and Logging
System processes are divided into critical and non-critical processes; all processes can be restarted 
when required. When a process fails or has an error condition, an alarm will be sent either via SNMP 
and/or syslog. Alarms are also written to disk in case network connectivity is interrupted, eliminating 
the risk of alarms not being received. 

There are several logging facilities supported by the system. The platform enables operators to 
configure how system logs are stored in an automated, periodic, and time-stamped manner. 
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The system writes all system log files to disk, so they are preserved in the event of a reload or power 
failure or network connectivity issue. Log messages are automatically sent to an external Syslog 
Server or to a terminal for display. 

The Operations Manager displays these log files for both user planes and control planes, enabling 
administrators to see all the information in one place. 

In addition, the Benu SD-Edge platform supports hundreds of SNMP MIB objects and as shown in 
Figure #1, sends alerts and events to northbound management systems. 

Administration and Integration
The Benu Operations Manager has multiple levels of permission-based authorization. The service 
provider can define permissions such as read-only, read-write and can limit the write permission 
when specific areas contain sensitive information. 

The Operations Manager connects to the SD-Edge Platform over a secure HTTPS connection for all 
lifecycle management, configuration and monitoring. 

Additional remote access can be provided using secure shell (SSH) for the SD-Edge Command Line 
Interface (CLI). Access can be granted based on authorizations and roles with different permissions in 
accordance with responsibility. The Benu SD-Edge has the ability to also allow operators to customize 
administrative levels. The SD-Edge supports 15 different levels of authorization for fine-grained 
control of what users at different authorized levels can perform. 

Summary
Benu Networks’ Operations Manager has an advanced architectural framework providing easy 
integration into existing Network Management Systems as well as the flexibility to adapt to future 
changes.

From the use of YAML, REST APIs, NETCONF, real-time data collection and reporting, the Benu 
Networks’ Operations Manager architecture is built for ease of use and adaptability. 

All of these are brought to bear to provide the operator with important operational information 
without sacrificing ease of operation.
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System Requirements and Scaling
The minimum system configuration for the operations manager is:

CPU Memory Disc Storage Comments

Quad Core CPU (4) 16 GB 64 GB Disk size may vary depending on the number of instances 
being monitored and on the required data storage time.

We can run in multiple operating environments including Bare Metal Linux, as a Virtual Machine 
(KVM, VMware, OpenStack), or as Containers in Kubernetes, Tanzu and RedHat OpenShift. We also 
support running in a public cloud (AWS, Azure, Google Cloud Platform etc.). 

The solution is based on a reliable and redundant infrastructure and includes the components to 
meet redundancy requirements.
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Feature Summary
System Launch  z Fully automated with pre-defined helm charts, deployment 

files and associated configuration files

Alarms and Event Collection 
and Reporting

 z SNMP v1/v2c/v3
 z SNMP traps
 z IETF compliant MIBs for UP and CP
 z IPv6 MIB support
 z Alarms and events: SNMP, JSON/HTTP
 z Multiple alarms with logging
 z Alertmgr
 z Syslog

Access and Administration  z Remote access – telnet or SSHv2
 z Support for web-based GUI
 z 15 levels of admin authorization
 z Ability to customize admin levels

Configuration  z CLI Interface
 z NETCONF/YANG
 z RESTCONF
 z PFCP for CUPS

Authentication Protocols 
Supported

 z RADIUS
 z TACACS+
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Feature Summary

Supported Network 
Functions

 z SD-Edge 
 � Broadband Network Gateway (BNG)
 � Provider Edge Router (PE)
 � Wireless Access Gateway (WAG)
 � Trusted Wireless Access Gateway (T)WAG
 � 5G Access Gateway Function (5G AGF)
 � Secure Access Service Edge (SASE)
 � Carrier Grade NAT (CGNAT)

Centralized Control  z Unified view across entire network
 z Advanced analytics
 z Manage CPs and UPs from single location

Supported Operating 
Environments

 z Bare Metal Linux 
 z Virtual Machine 

 � KVM 
 � VMware 
 � OpenStack 

 z Containerized (Cloud-Native) 
 � CNF-based Kubernetes 
 � VMware Telco Cloud Platform (TCP) 
 � Red Hat OpenShift

Redundancy  z 1+1 Redundancy


